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“Ultimately the winners in
banking will have the
capabilities of a world-class
software company”

Rich Fairbank Capital One Founder & CEO
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Change Management Must Change

The old ways of managing Sarves 1
change can’t keep up with e B
modern devops teams:

Change Windows SE—
CAB Meetings APR”- 2020
Manual Documentation
Batched Changes R e —
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These methods are proven to
be ineffective at mitigating
risk*
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* Forsgren PhD, Nicole. Accelerate: The Science of Lean Software and DevOps: Building and
Scaling High Performing Technology Organizations . IT Revolution Press. Kindle Edition.
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Change Management Board

We found that external approvals were negatively

correlated with lead time, deployment frequency, ACCEI:EFIF?F ATE
and restore time, and had no correlation with Builing nd Scaing High Prfrring

change fail rate. In short, approval by an external
body (such as a manager or CAB) simply doesn't
work to increase the stability of production systems,
measured by the time to restore service and change
fail rate. However, it certainly slows things down. Itis, ,
in fact, worse than having no change approval | Niole Forsgren, PhD
process at all.

Forsgren PhD, Nicole. Accelerate: The Science of Lean Software and DevOps: Building and Scaling High Performing
Technology Organizations . IT Revolution Press. Kindle Edition.
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Why is it like this?

Security in change management

47. APRA envisages that a regulated entity would implement controls to manage changes to
information assets, including changes to hardware, software, data, and configuration

AUSTRALIAN PRUDENTIAL REGULATION AUTHORITY 19

V M RA [both where the change is planned and in response to an emergency) with the aim of

maintaining information security. This would typically include:

al security testing (including reviews) to identify vulnerabilities and confirm information

Australia n PrUdentiaI Reg u 'ation Authority security requirements have been met. The nature of testing would be commensurate

with the scope of the change and the sensitivity and criticality of the impacted
information asset (refer to Attachment H for examples of common testing
techniques);

b) approval of changes prior to deployment into the production environment;

c] segregation of duty controls which prevent personnel from deploying their own
software changes to production;

d) changes are developed and verified in another environment, sufficiently segregated
from production so as to avoid any compromise of information security;
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What does an audit look like?

r lover, forskrifter, dommer, stortings vtaler m.m.
Rettskilder Forskrift om bruk av informasjons- og kommunikasjonsteknologi (IKT) It
& Lover § 6. Utvikling og anskaffelse

¢
[}]

Foretaket skal ha skriftlige prosedyrer for anskaffelse, utvikling, videreutvikling og testing av IKT-systemer. IKT-systemene skal

Si svedtak
g seaE ikke settes i ordinger drift for ansvarlig har godkjent dette.

& Sentrale forskrifter

)
¢ §7. systemvediikehold
O Lokale forskiter
Foretaket skal sikre at IKT-systemene vedlikeholdes og forvaltes pa en mate som gir en stabil, planlagt og forutsigbar drift. Det
@ Norsk Lovidend skal foreligge prosedyrer for i
& E@S-avtale ”
£o2 avme §8. Drift
© Norges trakiater Drift av IKT-virksomheten skal veere basert pa dokumenterte prosedyrer, som sikrer fullstendig, rettidig og korrekt behandiing og
oppbevaring av data.
Dommer
£ IKT-systemer skal ha som sikrer en til ighet i trad med foretakets dokumenterte krav. Det
e skal gjennomfores regelmessige analyser og tiltak for & motvirke awvik i IKT-systemene eller deres omgivelser, som pavirker
TRl 1 oppnéelse av foretakets dokumenterte krav.
M Statens Foretaket skal teste og dokumentere at driften fungerer i henhold il foretakets dokumenterte krav.
personalhdndook 0 Endret ved forskift 17 des 2015 nr. 1732
& Oversatie lover /
Translated Acts §9. Awviks- og endringshéndtering
Foretaket skal sikre at prosedyrer for awiks- og endringshandtering foreligger og folges.
& Oversatte forsifter / prosecy! 9 endring glorsiggerogtag
Translated regulations Prosedyrene for awikshandtering skal omfatte alle avvik som oppstdr i driften av IKT-systemene. Avviksbehandiingen skal ha
§ som formal & gjenopprette normal tilstand i IKT-virksomheten. Avviksbehandiingen skal identifisere &rsaken til awik, hindre
» Oversate avgjarelser / gientagelser og sikre forsvarlig og formell behandling av avviket. Avvikene skal for skal
& Translated decisions inneholde retningslinjer for eskalering.

Regulated Industries are obliged to manage change.

What is your software
development process?

How do you ensure conformance
to the process? Can you prove it?

What software is currently in production?

What changes were in the last release?

What was deployed on 13/02/2020?

Who accepted and signed off
on the risk?
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What is Change Management Anyway?

Governance Framework
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Traditional Change Management

Governance Framework

S Definition Implementation

Meeting minutes

Traditional H
Change Wiki Documentation Mum:lal build, QA, and and Change
Management eployment Documentation

SDLC Release

11 Docs

12 .. Version:

121 ... 2021.01.21
Approved
by: Boss
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Change Management in “DevOps”

Governance Framework

T Definition Implementation

Meeting minutes

Wiki Documentation DevOps Pipelines and Change
Documentation
Change
Management in
DevOps SDLC Release
11 Docs
12 .. Version:
12.1. 2021.01.21
Approved
by: Boss

merkely merkely.com



Lead Time for Changes with “DevOps”

Change Management as a gate

ANN

High ceremony CM compliance
leads to batching, longer lead
times, and higher release risks.
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DevOps Change Management

Governance Framework

Requirements Definition Implementation

Automated

Live Documentation DevOps Pipelines Audit trail

DevOps
Change
Management

Release
Docs
Version:
2021.01.21
Approved
by: Boss
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Lead Time for Changes with DevOps

High ceremony CM compliance
Change quqgement asa QQte leads to batching, longer lead

times, and higher release risks. Lead
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. ] Lead
Continuous compliance time

leads to incremental
delivery, shorter lead times,
and lower release risks.

e |

Deploy
Deploy
CM Continuous Compliance I_
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Change Management Comparison

Governance Framework

Requirements Definition Implementation

Traditional
Change
Management

Change
Managementin
“DevOps”

DevOps Change
Management

Live Documentation DevOps Pipelines Automated Audit trail
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Implementing
DevOps Change Management

¢
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Insider Threat

“At Google, we want to do as much as we can to minimize the
potential for Google personnel to use their organizational
knowledge or access to user data in an unauthorized way —this
includes running an unauthorized job”

Y Google Cloud
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A Secure Chain of Custody
across the value stream

Cryptographically ensure deployments are known, approved and compliant.

Product Binary Release Deployment

Management Provenance Approval Control Fiee Jeten
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Binary Provenance

Fingerprints in a controlled build process provides a tamper-proof identity for
all binaries across the value stream.

Software
package
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Control Evidence

Create Artifact

\

Pull Request Data
Unit Test Result

\

DA

v

Test Functional Test Result
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on open standards

Security
Analysis

Analysis Result

\/
@

Deploy to

Staging Log Deployment

\
@

—
=

Deploy? <

\
@

Compliance

merkely | merkely.com



Documented Approvals

Automated change reports generated via version control or continuous
integration events.
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Automated Deployment Controls

Automatically ensure only compliant software is deployed by verifying binary
provenance automatically as part of your deployment process.
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Merkely delivers
Change Management at DevOps scale

A Secure Chain of Custody

Risk Controls as Code

Provable audit trails

Real time process documentation
Empowered Teams

CALCKK
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