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More questions than answers

Why are we here?
What does Brexit mean for us?

What is the BCS good for?

How can We help BCS
make IT good for Society?

How can You help?
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How can You help?

BCS: Tell Dalim dalim.basu@bcs.org & BCS contacts

Nl support Dalim and advi s
O0OBCS -BfTeReadiness Programn
PLUS one of B, C or D below:

Case: Tell Dalim possible firms for case studies

Intro: Introduce firms to Brex-IT and to Dalim

DI Y: Seek Dal i molBYourself p t o


mailto:dalim.basu@bcs.org
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Other IT Compliance & Readiness challenge:

Y2K T Year 2000 date challenge

Cyber Essentials scheme (HM Government)

GDPR

And many ot herse. | T



DSk CYBER

ESSENTIAL

aThe government will launch a quidance & certification scheme

Ay WdzyS G2 KSfL)I|Y odzaAysSaasa 3ISd

Computer Weekly May 2014

Includes Cyber Essentials questionnaireand optional penetration testing

G¢KS I2PSNYYSY( IKfbrdatioh BsdudareRor Snalléard O K -
Medium Enterprises (IASME) consortium and the Information Security Forum

(ISF) to develop Cyber Essentials, a set of DASIC technical controlsr

organisations to use.
The full scheme, launched on 5 June 2014, enables organisations to gain 1 of 2

new Cyber Essentials badga& backed by industry including the

Federation of Small Businesses, the CBI and a number of insurance
2NHI yAalGA2ya 6KAOK I NBE 2FFSNAYy3I A

https://www.gov.uk/government/publications/cyber-essentials-scheme-overview



http://www.iasme.co.uk/index.php/cyberessentialsprofile
http://www.iasme.co.uk/index.php/cyberessentialsprofile
https://www.securityforum.org/
https://www.securityforum.org/
https://www.cyberstreetwise.com/cyberessentials/
https://www.gov.uk/government/news/new-scheme-to-help-businesses-defend-against-cyber-threats-goes-live--2
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Back to the Future

0 ?\

Brexit

After To a new life for

decades UK EU
in the EU andthe world


http://www.pwc.com/us/en/brexit-us.html
http://www.pwc.com/us/en/brexit-us.html
http://www.pwc.com/us/en/brexit-us.html

4. NBEA G YSIdayliaprefeNBeatatifigns know as
said Theresa May = much as possible about the desired
(many times) in 2016  end point, and as early as possible
about the potential path to that end
L2 A YV U Pa
30.11.2016 - Mark Carney,

Governor of Banlof England
- ref Metro paper p6, 1.12.2016



BREXIT

Risk Opportunity

!h rexitmeans RISKS,

but also many OPPORTUNITIES

e.g. competitive advantage for firms
that are demonstrably ready foBrexIT




BrexIT Overview:
Process & Results

Copyright DSL Risk Management Consultancy 2017. All rights reserved.
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Business functions & roles

Readiness

Cycle

for Organisations

Business functions & roles

Copyright DSL Risk Management Consultancy 2017. All rights reserved.
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10.P. Apply Actions

1.G. Review
Environment

2.G. Understand
Business
Objectives

. 3.G. Confirm
Readiness Responsibilities

Cycle

6.R. List relevant SL/ for Organisations

11.P. Monitor &
Communicate

4.A. SelecBrexit

KPlIs, suppliers,
customers tools
7.R. Identify Risks 5.AACategc:grL|se
8.R. Assess Risks, ssets
Processes

KRIs, Controls
9.P. Plan Actions

Copyright DSL Risk Management Consultancy 2017. All rights reserved.
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BrexIT Process

Register

Guidance

Do it T perform activities (ongoing process)
Status + Evidence (ongoing process)

Tick

Use it - Publicise
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1.G. Review
Environment | —

11.P. Monitor & 2.G. Understand
Communicate Business Objectives

/ 3.G. Confirm

Responsibilities

10.P. Apply Actions B rex- I T l
l Read | n eSS CyC | e 4.A. Select Brexit tools

9.P. Plan Actions

|| for organisations /
8.R. Assess Risks,

KRIs, Controls 5.A. Categorise Assets
& Processes

— 6.R. List relevant SLAs, KPlIs,
7.R. Identify Risks suppliers, customers

Copyright DSL Risk Management Consultancy 2017. All rights reserved.
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DSL?s BrexIT Guidance+Resultemplate

a. PEOPLE
(Job functions responsible for this activity)

b. INFORMATION & PROCESSES
(Business/IT data & processes relevant to this activity)

c. TOOLS
(software/other tools which could be used for this activity)

d. DELIVERABLES
(resulting from this activity)

e. LINKS
(references to related information)

f. EXAMPLES
(sample screens)

Copyright DSL Risk Management Consultancy 2017. All rights reserved.



.E'ﬁsl]@ 11.P. Monitor & Communicate

f. EXAMPLES
Step |BrexIT Activity White Red Yellow Green Date
(not {need urgent help) | (started, in hand)| (done, evidence
started) available)
1.G Review Environment Status notes Status notes Started byA.Beeof Status notes 30/01/2017
Business Analysis
team on Jan 15th
2G Understand Business Status notes Status notes Status notes 30/01/2017
Objectives
3.G Confirm Responsibilities Status notes Status notes Status notes 30/01/2017
4.A Select Brexit tools Status notes Status notes IT team busy on Status notes 30/01/2017
other work
5A CategoriseAssets &Processes | Statusnotes Status notes Numerousasset lists Status notes 30/01/2017
6.R List relevant SLAs. KPIs Not started Status notes Status notes Status notes 30/01/2017
suppliers, customers
7R Identify Risks Not started Status notes Status notes Status notes 30/01/2017
8.R Assess Risks. KRIs. Controls Not started Status notes Status notes Status notes 30/01/2017
o9P Plan Actions Not started Status notes Status notes Status notes 30/01/2017
10.P Apply Actions Not started Status notes Status notes Status notes 30/01/2017
11.P | Monitor & Communicate Status notes Status notes Started byC.Deeof Status notes 30/01/2017
Marketing




Dsni'ﬁg[ki 11.P. Monitor & Communicate

f. EXAMPLES

1.G. Review O

Environment [ —
11.P. Monitor & 2.G. Understand
Communicate Business Objectives

O / 3.G. Confirm
i Responsibilities

10.P. Apply Actions B rex- I T l
l Read | n eSS CyC | e 4.A. Select Brexit tools

9.P. Plan Actions
C | | for Company U /

8.R. Assess Risks,
KRIs, Controls 5.A. Categorise Assets

& Processes

6.R. List relevant SLAs, KPIs, O

suppliers, customers

C

Copyright DSL Risk Management Consultancy 2017. All rights reserved.

Status
Dashboard
30.01.2017

7.R. Identify Risks
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BrexIT: How to do IT

IT readiness for competitive advantage
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Imagine...
CANYXY ! Qa L2aairiofsS 7Tdzi dzNB

+++++++++
@ m—y <Firm U> is getting IT ready with th
BCS BreXT readiness programme. B

How about you?

Copyright DSL Risk Management Consultancy 2017. All rights reserved.



BrexIT Overview:
Activities

Copyright DSL Risk Management Consultancy 2017. All rights reserved.
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1.G

BrexIT Activities (ask Dalim for detailed steps)

ReviewEnvironment
G/ 2Ya@ARSNI 0KS O0A3 LA OU dzNE
DELIVERABLES: central database / folders of relevant results.

Understand Business Objectives
G2 KFd NS 2dzNJ odzaAySaa ol
DELIS (highlighting aspects that could relateBexit):

- Lists of business objectives
- IT objectives to support business objectives

Confirm Responsibilities
G2 K2 A& NBEBresNBAIOF SR FIROH A OA (A €
DELISBrexit-related roles/responsibility chart/list



risk C
DSL B Fex I T ACt|V|t| es (ask Dalim for detailed steps)

SelectBrexit Tools

G2 KIFId O2dzZ R 0S dzaSR T2NJ |
DELIS: List of existing tools already available in our organisation

- List of further tools required.

Categorise Assets & Processes
"What could be impacted bBrexit (12 @ K|

DELIS: List of relevant processes
- Asset register/lists showindgrexit-related categories e.g. country of
supply/sale, cost/value now/future, importance to us.

List relevant Customers, Suppliers, SLAs, KPIs
Gl 26 OBxiZX RLIF OO 2 dzNJ 0 dza A Y S
DELIS= Lists of relevant customers & suppliers showiBgexit

categories e.g. country of supply/sale, importance, alternatives
- Lists of relevant SLAs & KPIs, showing period of validity.
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/.R

B reX'IT ACt|V|t|eS (ask Dalim for detailed steps)

ldentify Risks
G2 KFid O2dzZ R AYLI OG0 2dzNJ 0dza Ay S:

DELIS: Lists of IT risks relating to business risks, showing their
relative business importance /impact.

Assess Risks, Controls, KRIs

G2 KIFd O2dzf R ¢S R2 AF a42YSUKAY:
DELIS: Updated lists or RCM (Risk Control Matrices) showing
Brexit-related business & IT risks, importance, controls to
YAGAIFIGS NARATA&AT FaasSaaySydad GS:
Plan Actions

al 26 OFyYy ¢S YIF1S A0 KIFLLISYKE

DELIS:! OuAzy LYl ya F2N G6SauAy3
-t N23INF YKLINR2SOU L LFya FT2N G
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BrexIT Activities (ask Dalim for detailed steps)

Apply Actions
a52 AlUE¢
DELIS: test results (e.g. process, risk, control, test information

(including tester, dates, results, issues, recommendations)
- evidence of implementation of planned actions.

Monitor & Communicate
G2 F 0OK ' yR NXBLI NI ¢
DELIS: BrexitIT reports to Board & Board agenda minutes

- Brexit IT-related newsletters/emails within the organisation
- BrexitIT-related press releases outside the organisation

ReCycle
GYSSLI R2Ay 3 A0é




BrexIT:
Tick & StarTick Badges

Copyright DSL Risk Management Consultancy 2017. All rights reserved.
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f. EXAMPLES

1.G. Review O

Environment [ —
11.P. Monitor & 2.G. Understand
Communicate Business Objectives

O / 3.G. Confirm
i Responsibilities

10.P. Apply Actions B rex- I T l
l Read | n eSS CyC | e 4.A. Select Brexit tools

9.P. Plan Actions _
|| for Firm U /

8.R. Assess Risks,
KRIs, Controls 5.A. Categorise Assets

& Processes

6.R. List relevant SLAs, KPIs, O

suppliers, customers

C

Copyright DSL Risk Management Consultancy 2017. All rights reserved.

Status
Dashboard
30.01.2017

7.R. Identify Risks
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BrexIT: How to do IT
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Imagine...1
CANYXY !'Qa L2aairiofS I ROSNIAAA
+++++++++

B m— <Firm U>is getting IT ready with th
BCS BreXT readiness programme.
How about you?

Copyright DSL Risk Management Consultancy 2017. All rights reserved.



11.P. Monitor & Communicate

f. EXAMPLES Status

Dashboard
30.07.2017 ??

Brex|T

Readiness Cycle

for Company U / -

Copyright DSL Risk Management Consultancy 2017. All rights reserved.



DSl

BrexIT: How to do IT

IT readiness for competitive advantage
Gt SYOAE X /FNNRBG 9 {GAO0]

Imagine...1
CANYXY !'Qa L2aairiofS I ROSNIAAA
+++++++++

B m— <Firm U>is getting IT ready with th
BCS BreXT readiness programme.
How about you?

Copyright DSL Risk Management Consultancy 2017. All rights reserved.



11.P. Monitor & Communicate

f. EXAMPLES Status

Dashboard
30.08.2017 ??

Brex|T

Readiness Cycle

for Company U / -

Copyright DSL Risk Management Consultancy 2017. All rights reserved.
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BrexIT: How to do IT

IT readiness for competitive advantage
Gt SYOAE X /FNNRBG 9 {GAO0]

Imagine... after 30.08.2017
CANY ! Qa SYIAf F2204SNJ I F4G4SN

+++++++++
FCANY 'HD KFa | OKASOSR 4l |
in the BCS BreKl readiness programme. ‘*’
How about you? '

Copyright DSL Risk Management Consultancy 2017. All rights reserved.



BrexIT:
How can You Help?

Copyright DSL Risk Management Consultancy 2017. All rights reserved.
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BCS audience comments after earlier presentations
+++++++++HHH

"Interesting and thoughtLINR @2 1 A Yy 3 &

b! 3I22R FTNIYS@2N] UKIFIOG RS&SNJI
"There is a lot of uncertainty aroun@®rExit BrexIT provides
020K | aA0NHz20GdzNB | yR | gl & 7F;3
G!'a YAYLERZNIIFIYydG G2 {ag9&a |a | H)
G!'a L¢ LINRPFSaarAzylrfta S Ol y
wait for the government or any negotiations to be completed.

L aO0NRy3Ite adzaasSad G§KIF i Be& ¢R3
+++++++HH+

** \WWhat do YOU think? **

Copyright DSL Risk Management Consultancy 2017. All rights reserved.
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How can You help?

BCS: Tell Dalim dalim.basu@bcs.org & BCS contacts

Nl support Dalim and advi s
O0OBCS -BfTeReadiness Programn
PLUS one of B, C or D below:

Case: Tell Dalim possible firms for case studies

Intro: Introduce firms to Brex-IT and to Dalim

DI Y: Seek Dal i molBYourself p t o


mailto:dalim.basu@bcs.org
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BrexIT: How to do IT

IT readiness for competitive advantage
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dalim.basu@bcs.org
Mobile: 07703 314 988

DalimBasu FBCS CITP CISA CRISC BSc.(Hon

Chairman, BCS North London Branch
Events Director, ISACA LondGmapter
Director, DSL Risk Management Consultancy

Copyright DSL Risk Management Consultancy 2017. All rights reserved.
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