
Can QKD Counter The Threat 
Posed by Quantum Computers To 

Public Key Encryption

Alan Woodward

@profwoodward



Structure For Talk

• Quantum computers threaten current public key encryption

• Quantum principle behind Quantum Key Distribution

• Quantum Key Distribution in a nutshell

• Is QKD really the answer to the threat posed by quantum 
computers



Public Key Encryption

• Arose because of key management problems

• Principle role is to exchange a key securely so that strong 
symmetric encryption can be conducted

• Public Key Encryption is not intended to encrypt whole 
messages, only the key – use key in symmetric encryption

• Provides secure key exchange on an insecure channel

• Relies upon mathematical problems that are easy to 
compute one way but hard in reverse: “computationally 
secure” not “perfectly secure” eg:
• RSA
• Elliptic curve

• Offers more than just Confidentiality – Integrity & 
Authentication as well



Shor’s Algorithm
Find prime factors 

𝓅 & 𝓆 of 𝑛

𝒹 = 1?

Is 𝓍 coprime of 𝑛?
𝒹 = gcd(𝑥, 𝑛)

Choose 𝓍 randomly
𝓍 𝜖 2, … , 𝑛 − 1

Find period 𝑟
of function
𝑥𝑎𝑚𝑜𝑑 𝑛

Is 𝑟 even?
𝑟 = 2𝑘 ∶ 𝑘 ∈ ℤ

𝒹 = 𝑚𝑎𝑥 gcd 𝑥𝑟/2 − 1, 𝑛 , gcd(𝑥
𝑟
2 + 1, 𝑛)

𝒹 = 1?

Output 𝒹 = 𝓅 𝑜𝑟 𝓆

No

Yes

No

Yes

No

Yes



Quantifying The Speedup

• A k-bit number can be factored in time Ok3 using a 
machine capable of storing   5k +1 qubits

• O(e7.1k
1/3

(log k)
2/3

) to factor k-bit number using fastest 
classical method (General Number Field Sieve)
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Recent Insights Into Speeding Up The Classical 
elements of Shor’s Algorithm 



Optical Qubits



Reconfigurable Photonic Circuits



Reconfigurable Photonic Circuits



For More….

• https://www.youtube.com/watch?v=aIyxqaJUR7Y



Structure For Talk

• Quantum computers threaten current public key encryption

• Quantum principle behind Quantum Key Distribution:
• Particle-wave duality

• Heisenberg’s principle

• No-cloning theorem

• Photon polarisation

• Bell’s Theorem & Inequalities

• Quantum Key Distribution in a nutshell

• Is QKD really the answer to the threat posed by quantum 
computers?



WAVE-PARTICLE  DUALITY  OF  LIGHT

In 1924 Einstein wrote:- “ There are therefore now two theories of light, both 
indispensable, and … without any logical connection.”

• Light exhibits diffraction and interference phenomena that 
are only explicable in terms of wave properties
• Diffraction and interference

• Light is always detected as packets (photons); if we look, we 
never observe half a photon 
• Photoelectric effect
• Compton effect

• Number of photons proportional to energy density (i.e. to 
square of electromagnetic field strength)



Source: Georgia State University

Uncertainty

//upload.wikimedia.org/wikipedia/commons/f/f8/Bundesarchiv_Bild183-R57262,_Werner_Heisenberg.jpg




Remember Schrodinger’s Cat
(Simplified)

Probability gunpowder 
explodes

Probability gunpowder 
doesn’t explodes

Cat sits in box with 
unstable gunpowder that has 
a probability of exploding



1. Superposition is linear combination of two 
possible states simultaneously (ignoring complex 
probability amplitude complex variables):
• Gunpowder in superposition = |    > + |     >

• ۧ|𝐴 = ۧ|𝐴1 + ۧ|𝐴2

2. Composite systems (cat plus gunpowder):

• = |     > x |     > +|    > x |     > 

• ۧ|𝐴𝐵 = ۧ|𝐴1 ۧ× |𝐵1 + ۧ|𝐴2 ۧ× |𝐵2

3. Transformation of systems in superposition:
• 𝑇( ۧ|𝐴1 + ۧ|𝐴2 ) = ۧ𝑇(|𝐴1 )+T( ۧ|𝐴2 )

Principles Behind No Cloning

?



Why No Cloning:
Proof By Contradiction

• Assuming you could clone you end up with a 
system with two copies of same superposition 
which by principle 2:
• Clone( ۧ|𝐴1 + ۧ|𝐴2 ) = ( ۧ|𝐴1 + ۧ|𝐴2 ) × ( ۧ|𝐴1 + ۧ|𝐴2 )

• But by principle 3 this should be equivalent to:
• Clone ۧ|𝐴1 +Clone ۧ|𝐴2 = ۧ|𝐴1 ۧ× |𝐴1 + ۧ|𝐴2 ۧ× |𝐴2

• Yet:
• ( ۧ|𝐴1 + ۧ|𝐴2 ) × ( ۧ|𝐴1 + ۧ|𝐴2 ) ≠ ۧ|𝐴1 ۧ× |𝐴1 + ۧ|𝐴2 ۧ× |𝐴2

• Hence, you cannot clone an unknown quantum 
state



Entanglement

Einstein called this “spukhafte Fernwirkung” or “spooky action at a distance”



Bell’s Theorem

No physical theory 
of local hidden 

variables can ever 
reproduce all of the 

predictions of 
quantum 

mechanics



Photon Polarisation



𝜃
E‖ = cos 𝜃

E⊥ = sin 𝜃

• Transmitted field intensity ~ cos2 θ

• Blocked field intensity        ~ sin2 θ

• But photons are discrete so 
either pass or fail ∴ probability of 
photon passing is:

• Pass ~ cos2 θ

• Fail ~ sin2 θ

• And we know (simple trig formula):

• cos2 θ + sin2 θ = 1

• P (fail) + P (pass) = 1

E = 1

Analyser axis

Photon Polarisation



Bell’s Inequality On Polarised Photons

Pass: a=1, 𝑎
Fail:   a=0, ത𝑎

Pass: b=1, 𝑏
Fail:   b=0, ത𝑏

Pass: c=1, 𝑐
Fail:   c=0, ҧ𝑐

𝜃 2𝜃

Test a Test b Test c

𝒂 𝒃 𝒄 𝒂𝒃 𝒃𝒄 𝒂𝒄

0 0 0

0 0 1

0 1 0 +

0 1 1

1 0 0 + +

1 0 1 +

1 1 0 + +

1 1 1

If there is a 
hidden local 
variable, 
there are 
only 8 
possible 
outcomes 
of 3 tests

𝑃(𝑎𝑐) + 𝑃(𝑏𝑐) ≥ 𝑃(𝑎𝑐)

𝑁(𝑎𝑐) + 𝑁(𝑏𝑐) ≥ 𝑁(𝑎𝑐)

For large numbers



Bell’s Inequality

A

C

B1 2 3

4
5

6

7

(A not B) + (B not C) ≥ A not C
(1+4)  +  (3+2)   ≥ 1+2
(1+2)  +    3+4     ≥ 1+2



Bell’s Inequality

𝜃 2𝜃

𝑃 𝑎 ത𝑏 =
1

2
sin2 𝜃

𝜃

𝑃 𝑏 ҧ𝑐 =
1

2
sin2 𝜃 𝑃 𝑎 ҧ𝑐 =

1

2
sin2 2𝜃

𝑎𝑏 𝑏

𝑐

𝑎

𝑐

𝑃 𝑎 ത𝑏 𝑃 𝑏 ҧ𝑐 𝑃 𝑎 ҧ𝑐+ ≥

sin2 𝜃 ≥
1

2
sin2 2𝜃
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Bell’s Inequality Is Violated



Experiment For Proving Bell’s Theorem



Bell’s Inequality Experimentally
Alice Bob

1 2 3

Y Y Y

Y Y N

Y N Y

Y N N

N Y Y

N Y N

N N Y

N N N

1&2 2&3 1&3

S S S

S D D

D D S

D S D

D S D

D D S

S D D

S S S

Same inequality ≥ 1/3
But experiment measures ≥ 0.25  

1/3



Other Quantum Phenomenon 
Also Relevant

• No-broadcasting theorem 

• No-broadcasting for 
correlations

• Unified information 
theoretic no-cloning 
theorem 

• No-cloning and no-
signalling 

• No-cloning for unitary 
operators

• Teleportation



Structure For Talk

• Quantum computers threaten current public key encryption

• Quantum principle behind Quantum Key Distribution

• Quantum Key Distribution in a nutshell

• Is QKD really the answer to the threat posed by quantum 
computers



Quantum Key Distribution

• Invented by Charles 
Bennett & Gilles Brassard 
in 1980s: the BB84 
protocol

• Transmit your secret key 
as polarized photons

• Polarization can be either 
rectilinear or diagonal

• 0 or 1 can be transmitted 
using either polarization



1. Alice sends 0 or 1 
through either 
orientation 
making record of 
which was used

2. Bob randomly 
decides whether 
to detect his 
photons through a 
rectilinear or a 
diagonal slot

3. If Eve intercepts it 
can introduce 
errors by forcing 
what should be a 
rectilinear 
orientation to be 
diagonal and vice 
versa



4. Once all photons 
received Bob tells 
Alice which 
polarizations he 
used (but not the 
values he derived)

5. Alice tells Bob 
which were 
correct and it is 
these “bits” that 
they use for their 
secret key



Limitation Of Using Light



Atmospheric Effects



Active Research Into Entanglement 
Decays Due To Perturbations



Drawbacks and Quantum Repeater

Decoherence →Quantum Entanglement Purification
Background Noise        →Quantum Entanglement Swapping

Quantum 

memory

Quantum 

memory

Quantum Repeater

H.-J. Briegel, et al., Phys. Rev. Lett. 81, 5932, 1998. 



Entanglement & Bell’s Theorem?



1. A source emits pairs of qubits in a maximally entangled state like: 

2. Alice and Bob choose randomly between three bases, obtained by rotating the 
horizontal-vertical basis around the z-axis by angles : 

Ekert 91 Protocol



After the transmission has taken place, Alice and Bob release publicly which basis 
they have chosen for each measurement. They separate the measurements into 
three groups: 

• First group: Consisting of measurements using different orientation of the 
analysers. 

• Second group: Consisting of measurements using the same orientation of 
the analysers. 

• Third group: Consisting of measurements in which at least one of them 
failed to register a particle.

The first group is used to test Bell’s inequalities and the second group to establish a 
secure key, while the third group is discarded.

Finally, Alice and Bob announce publicly only their results of the first group. Thus, 
they can check if eavesdropping has taken place. If no eavesdropper has perturbed 
the system, Alice and Bob can use the measurements of the second group to obtain 
a secret string of bits ie a key.



Ekert 91 Protocol Simplified



Ekert 91 and BB84 States
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Security Concerns in QKD (1)
• Noisy quantum channels:

• Alice and Bob measurements not perfectly correlated – is it noisy 

imperfect equipment or an eavesdropper? 

• Alice and Bob would not want to discard every transmission that 

wasn't error free since there likely will always be some natural error 

not caused by Eve

• Use Privacy Amplification – transform the key to some form 

unknown to Eve which abstracts key to a form unknowable by Eve 

unless she has full original key



Privacy Amplification



Security Concerns in QKD (2)
• Photon Number Splitting (PNS):

• Difficult to produce & detect single photons

• Often use laser produces small amounts of coherent light – multiple 

photons

• Eve splits off a photon & passes remainder on to Bob – Eve can 

measure her photons without disturbing Bob’s

• Can send decoy pulses - Lo, H., Ma, X., Chen, K., "Decoy state 

quantum key distribution.", Phys. Rev. Lett. 94, 230504, 2005



Solution to PNS

• SARG04 Protocol:
• [Scarani, Acin, Ribordy, Gisin, PRL 92, 057901 (2004)]

• Decoy State Method
• [Hwang, PRL 91, 057901 (2003)]

• [Wang, PRL 94, 230503 (2005)]

• [Lo, Ma and Chen PRL 94, 230504 (2005)]

• Strong Reference Pulse Scheme
• [Huttner, Imoto, Gisin, Mor, PRA 51, 1863 (1995)]



Single Photon Systems Coming



Interesting Developments In Physics



Testing QKD Implementations



Troubling Developments In Physics



Structure For Talk

• Quantum computers threaten current public key encryption

• Quantum principle behind Quantum Key Distribution

• Quantum Key Distribution in a nutshell

• Is QKD really the answer to the threat posed by quantum 
computers



• First used to transfer Euro 
3000 between Vienna City 
Hall and Bank Austria 
Creditanstalt

• Networks existed since 
early 2000’s but not in 
common use….yet



Current State of Affairs

• Current fiber-based distance 
record: 200 km (Takesue et al)



Current State of Affairs

• Demonstrated free-space link: 10 km



QKD Systems Being Sold Today



Los Alamos Experiments Show Miniaturization



UK Govt Has A Plan - £270m



UK Quantum Technology Hub





Chip-based QKD modules

• Chip-based modules offer:

• Low cost; compact size, energy 
efficiency; mass manufacture 
capability; compatibility with 
current microelectronics…

• All these features open up wider 
applications and markets



UK Quantum Network (UKQN)
• A focus for development of new applications and standards, user-

engagement and market generation

• A showcase for new quantum technologies

• Metro networks in Bristol and 
Cambridge

• Access networks for multi-user 
scenarios

• Recent ADVA, BT and Toshiba 
demonstration of 200G over 
100km



Chinese Entangled Photon Satellite:
Micius



Sagnac Effect Interferometer:
Original Idea For Entangled Photons



Entanglement Source In Micius



Receiving Stations:
China & Austria



Security proofs

• Mayers, 1998.

• Lo, Chau, 1999.

• Preskill, Shor, 2000.

• Boykin et.al., 2000.

• Ben-Or, 2000.

Much talk about 
“unconditional 

security”



“Unconditional Security” (1)
• Many papers talk (and “prove”) that QKD provides 

“unconditional security” but…

• Cryptographers & physicists mean rather different things by 
this term

• Physicists mean that the quantum channel cannot be 
intercepted without it being detected – this you can prove

• Cryptographers (who also talk about “perfect secrecy”) 
mean:

• No matter the computational power & time available a secret 
cannot be discovered

• Integrity & Authentication can be proven as well as 
Confidentiality



“Unconditional Security” (2)
• QKD as BB84 (& variants) has a public channel so this would require a 

Message Authentication Code (MAC) if the protocol as a whole were to 
be unconditionally secure:
– To secure the public channel requires some form of public key crypto even for a simple 

MAC which rather defeats the object of QKD replacing PKI

• QKD bit rate is relatively slow so (as per Shannon) you need a key same 
length as message for unconditional security so it limits message speeds

• Should we ne talking about QKD in terms of “computational security” or 
“provable security” ie with limited computational power & time 
recovering secret is infeasible

• Some cryptographers argue that QKD (certainly in the from of BB84 etc) 
cannot be considered a replacement for current public key crypto & that 
QKD is really more of a symmetric encryption primitive





But What If…..
• Quantum channel could:

– Share a truly random sequence

– Guarantee that no one else knew the 
sequence 

– Could communicate the sequence as an 
ongoing stream equal to the message 
length at practical rate

• Do we have the basis of a quantum One Time 
Pad

– The OTP is the only known truly 
“unconditionally” secure scheme

• Opens up questions about what is “random”

– If everything is quantum is anything 
really random

• Ekert has proposed just such a device 
independent approach!



Beyond the simplistic mathematical model



Many open questions

Security and Randomness 
in the multiverse

EPR vision of reality is too simplistic

Hugh Everett

Einstein Podolsky Rosen



• Many hail QKD as the answer to quantum computing & Shor’s algorithm –
especially those selling the products

• It has limitations:
– Cost: expensive hardware infrastructure required

– Point to point: although this is possible down to domestic level with infrastructure

– Limited distance before repeaters required: weaknesses in the chain 

• Implementation issues mean it is not as secure as the ideal case suggests

• Ekert 91 based satellite model could be a generalised secure key sharing scheme 
available to all

• Ekert still not used commercially – commercial systems use BB84 or variants:

– “There is still a way to go before it becomes a standard commercial proposition, but we 
are getting there faster than I expected,” Artur Ekert, but

– Chinese pushing hard but so far achieved relatively low bandwidths

• Commercialisation is overwhelmingly using BB84 or variants but…

• Protocols such as BB84 are not “unconditionally secure” so is it better to find a 
“Quantum Resistant” encryption scheme that can replace RSA & Elliptic Curve 
based systems eg Ring LWE?

So Is QKD The Answer To Shor’s Algorithm?



UK’s NCSC Advice On QKD



Can QKD Counter The Threat Posed by 
Quantum Computers To Public Key 
Encryption?

Cryptographers’ answer: Not unconditionally secure 
so why is it any better than post quantum candidates. 
Not really a substitute for PKI

Physicists’ answer: Probably but not necessarily using 
BB84

Engineers’ answer: Let’s try it & see



Any Questions?



Game By Clauser, Horne, Shimony & Holt





Conway’s Game Of Life



Coudron-Yuen Randomness Laundering


