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• People – your greatest asset, your greatest vulnerability?
Nigel Jones,  Director, The Cyber Security Knowledge Transfer Network

Presentation to the BCS, University of Edinburgh, 11 February 2009
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The Problem…
• Culture?
• People?
• Systems?
• Applications?
• Policies?
• All of these and more?  Design?
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• A short introduction to (aspects of) 
behavioural psychology
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•Two thirds of what we see is behind our eyes
•(Chinese proverb)
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Communications theory…

Input > Output > Out-take > Outcome
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• Paul Watzlawick (and others…) - “One 
Cannot Not Communicate”

• Actions, deeds, speech, body language, 
environment, one’s presence…
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• The cause(s) of the problem 
• The relationship between security and risk staff and other staff
• The benefits and limitations of awareness campaigns 
• Bringing about behavioural change 
• Building in security, assurance and privacy 

Data loss…
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The design challenge
• Security of stuff
• Identity as a concept
• Privacy as a feeling
• Security as an experience
• Secure and private by design
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Why good design?
• Cost
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Design

1 X

Development

Static 
Analysis

6X

Testing

Integration 
Testing

System/Acceptance
Testing

15X

Deployment

Application
In the Field

100X

Source:  IBM Systems Sciences Institute, 2005 – slide courtesy of Microsoft

1X

Drive down the cost
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Why good design?
• Cost
• Vulnerable people

• Gullible?
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Why good design?
• Cost
• Vulnerable people

• Gullible 

• Mistakes

• Workarounds

• Malicious insiders

• A better experience = greater confidence and inclusion
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Nigel Jones
• najones1@qinetiq.com
• www.cybersecurity-ktn.com


